ES{CPN;
Server : CEX AH|A 7HI-LN( & Helld), SAHE B
Smart Contract : 2|4 8| SAtAtE 7{BI0| ALK O S51LE &0
Users : CEX AH|A AL X}

Notation
AccountList(AL): list of cc-SNARK proofs that contain Pedersen commitment of value («
Size of list can be incremental. All users of CEX can view account Llist

Ty » " ﬂccn)'

cmiInfo : private database of Pedersen Commitment opening keys {(7y, vo):**, (7,,, v,) }
7. .d : cc-SNARK proof d term contain pedersen commitment of account value where ...d = g'h,

C.,, : total value commitment. Using Pedersen Commitment’s homomorphic property, server can product
total account commitment to get the total value commitment. C,,, = g"h'c

cc-SNARK:
setup(R) returns {pk, vk, pp(G,p,g,h)}

prove(pk, X, W) returns {r, C, 1Y C = W 2| vector pedersen commitmentZ proof2| D term (c,, = H g h)
Verify(vk, 7, X ) returns 1/0



cc-SNARK

LinSetup(Rg) — (o1,072)

a,B,7,0,n, T <$F"

S <1 o, 8,5, {1114 ljl{ﬁai(T)‘Falf);(T)‘i‘Cz’(T)}n ,g {ﬁai(f)—kalzsi('r)—kci(fr)}i ,{%Tit(r)}iid,%

o2 i= (1,876, {r'}{=0)
ProofMatrix(Ro,w) — (111, I12)

Let w := (u,w). Compute h(Z) asin (9) ; r,s,v <$F
Let IT, € F**(m 2446 1, e p1>UHD st (A,C, D) =11, -01,B = II5 - o3 and

—a—l—Zwk ap(T)+7rd ; B:= B+Zwk bi(T) + 86 ;| D := Zwk ﬁak ) + abk (T )-i-Ck(T))-l-’U%

m d—2

C:= Z Wk - Bak(T)_i_ab;(T)—*_ck(T) —'vg —*—ZhiT 155(7') + As + Br —rsé

k=n-+1 1=0
Test(Rg) — T

Define T' € F(m+24+9X(d+5) opcoding the following quadratic test: A-B=a-8+C -5+ D - o

Figure 22: Our NILP for an augmented QAP relation Ro(u,w), to be used to obtain ccGrol6.

VerCommit(ck, [D1], u, 0) := [D]; —Zuk [ (Bag(T )+Oébk(7')+ck(7'))]1+o. Hl




- Az 212 valueZt Y= SHSH=O| cc-SNARK AFE
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Account value range proof cc-SNARK Circuit Relation( ;v):

Check 0 <y < 26
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1. CEX total value update SNARK Circuit Relation(C..,.,v...C_ ' v_ ' r._ ., r
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2. CEX total value update SNARK Circuit Relation(C
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Circuit LHE0|M commitment X3
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Server Algorithm : setup, newAccount, updateAccount

AccountList(AL) : {7, **+, 7, } list of cc-snark proof

cminfo : { (ry, vy), ***, (7,,, v,,) } list of opening key of cm
setuoECRn,. f) : - updateAccount(pk.., pk, i:index of newAccount, v,’) :
cos V CC’ppped «— 11... S@tup(Rcc) ﬂcc , C },. - H PI"OVQ(p - ./)

pk, vk < I1. setup(R) Get ¢; from AL and (v;» ) from cminfo

CC@X N 1
~1
@
Returns (pk, vk, pk, ., vk, C.,.) Cee CeexCi'C;
Veex € Teex T ri —

newAccount( pk... pk i: index of newAccount) : Vce “ Veer TV TV

ﬂcc’ » I < H Pl"OV@(p ced ) x < II. P?‘OV@(pk cex> Veexs rcex)

— 1% r

Ceex < Crex X ¢; Where Co,. = PPpoy- 8" PPpeq - P ALl < 7.,

r + I" . l ’ /

cex “ Tcex cminfoli] « (r/,v,")

cex N H PrOve(pk cex? cex; rcex)

AL.append(r cc,-)

cminfo.append((0, r;))
Return 1,140 =

/

C

Return Tx oxs

update v

r:

— (ﬂ cex)’ I

cex?

r-:

VCB.X)’ l

( cex’ C€)C’



SmartContract all users can view C,,,,V,,, to check
CEX server has an asset more than v,,, and to make sure

C.,, is well made.

setup(vk) :
Store zk-snark verification key vk

update(, ... o Coppr Vo) :

Assert msg.sender == contract Owner
Assert I1. Verif y(vk, 7., C.pis Vopi)

Store C .., Vv, . as public

cex’ " cex



Smart Contract

newAccount( pk.... pk i: index of newAccount) :
s Cio 1 Tl . Prove(pk,., ;0)

Crex < Crex X ¢; Where Cop. = PDpoy- 8 PPpeq- 1
rce cex + r

. < II. Prove(pk, C
AL.append( cc,-)

cminfo.append((0, 7))
Return Tx,,,e = (7

cex? C€X’ rcex)

C

cex’® 1% Fi

cex)’ l
Txupdate

cex’

CEX server

User

New Account

TXypdates Tns1 < newAccount(pk, ., pk,n + 1)

| Foppph+ 1
Save index and random jj <

Account List : Public Cm Info: Private




updateAccount(pk... pk, i:index of newAccount, v;’) :

Smart Contract

/ / / /
Tee! s €5 1 II...Prove(pk,.v,)

Get ¢; from AL and (v;, r]-) from cminfo

r . —1
Ccex N Ccexci Ci

/
Feex < rcex+ri — 7

/
Veex < Veex T Vi —V;
7., < 1. Prove(pk,C, ., V...; Trpr)
AL[] « 7.
cminfoli] « (r/,v,")
_ / Tx
Return Txupdate = (ﬂcex’ Ccex’ Vcex), r; update
CEX server
User
Deposit 5$
V' <= v, +5
TX,pdater Ti < updateAccount(pk,., pk, 1)
ry
Save random < l

Account List : Public Cm Info: Private




